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Abstract 

The Cheshire Forest HOA security committee partnered with local law enforcement and other 
experts to develop a series of recommendations to present to the HOA board to address the 
security concerns of the neighborhood residents.   
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EXECUTIVE SUMMARY 

The Cheshire Forest Homeowner’s Association provides management and oversight for 509 residential homes. Over the past year, 

security and safety concerns have been brought to the board, with requests for mitigating these risks. The Cheshire Forest 

Neighborhood Security Committee was formed to come up with ideas to address the security concerns. This report details the ideas 

discussed and are now being put forward to the Cheshire Forest Board HOA board of directors for consideration.  

We would like the board to consider and vote on each of the ideas detailed in this report individually, rather than voting for or 

against the report in its entirety.  

This committees’ recommendations include: 

• Increase HOA member engagement. 

• Implement and utilize an online communications / management tool / system. 

• Increase scope/budget of neighborhood watch. 

• Security cameras in common areas. 

• Update signage on Cheshire Forest property. 

• Amend HOA policies and procedures. 

• HOA fines. 

• Advise the community on how and when to report problems. 

• Police community involvement. 

• Hire a CPD Officer for peak times. 

• Private security initiatives. 

• Sound deterrent. 
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AUTHORITY AND OBLIGATION OF THE HOA BOARD AS REGARDS TO SECURITY AND SAFETY  

 
The Homeowner’s Association has demonstrated great care to ensure they are compliant with the HOA’s bylaws and determining 
activities that best meet the intents and purposes of forming the association, especially with regards to financial responsibility. A 
review of the Cheshire Forest HOA Bylaws and Articles of Incorporation identifies three specific phrases showing that the HOA Board 
also has a duty with regards to safety in the community. All the recommendations and suggestions this Security Committee has 
made fall within the current duties and responsibilities of the HOA Board and the board has full authority to act on the 
recommendations without any changes to the bylaws being required.  
 
The Cheshire Forest HOA Bylaws state that “The assessments levied by the Association shall be used exclusively to promote the 
recreation, health, safety, and welfare of the residents in the Property and for the improvements and maintenance of the 
Common Area.” (Bylaws, Article VI, Section 2, Purpose of Assessments) 
 
The Bylaws also state that the Board of Directors shall have power to: “(a) adopt and publish rules and regulations governing the 
use of the Common Area and facilities, and the personal conduct of the Members and their guests thereon, and to establish 
penalties for the infraction thereof” (Bylaws, ARTICLE XII, Section 1. Powers and duties of the Board of Directors). 
 
The Articles of Incorporation of the Cheshire Forest HOA states in part… 
“This Association does not contemplate pecuniary gain or profit to its Members, and the specific purpose for which it is formed is 
to provide for the ownership, maintenance, preservation, and operation of certain real property (the Common Areas) and the 
architectural control of the Building Sites within the Property, more particularly described as follows:  
ALL THOSE certain lots, pieces or parcels of land with the buildings and improvements thereon, situate, lying and being in the City 
of Chesapeake, Virginia, and being known, numbered and designated as Parcel HA-1 and Lots 1 through 34, inclusive , as shown 
on that certain plat entitled "Subdivision Plat of Cheshire Forest, Phase I, Pleasant Grove Borough, Chesapeake, Virginia, which 
plat is duly recorded in the Clerk's Office of the Circuit Court of the City of Chesapeake, Virginia, in Map Book 85, at Pages 105 and 
105A; reference to said plat is hereby made for a more particular description of said property, and to promote the health, safety 
and welfare of the residents within the Property” (Articles of Incorporation of Cheshire Forest Homeowners Association Inc., Article 
III, Purpose and Powers of the Association). 
 
  

SECURITY COMMITTEE ORGANIZATION  

 
As a result of multiple complaints regarding safety and security concerns, the HOA Board authorized an exploratory Security 
Committee to examine the feasibility of implementing specific ideas and mitigating security concerns made public by HOA members. 
This exploratory committee worked in concert with the newly appointed Community Watch Coordinator, the Chesapeake Police 
Department’s Community Resource Officer, and the Chesapeake Police Department’s Crime Prevention Specialist. Participation and 
feedback from residents were encouraged and three public meetings were held both in person and virtually at the HOA Clubhouse. 
A total of 21 residents actively participated in the production of this report.   
 
Recommendations and findings from these groups and individuals are included in this report.  
 
 

MEETING WITH CHESAPEAKE POLICE DEPARTMENT 

 
Chesapeake Police Department (CPD) sent a Community Resource Officer to meet with the Security Committee.  Officer Jason 
Saburn is a veteran police officer and shared experiences he had while on patrol in this area, discussed challenges facing CPD, and 
answered questions from committee members.  
 
Officer Saburn’s recommendations included: 

• Complete a Security Vulnerability Study in conjunction with the CPD Crime Prevention Specialist. 

• Install Security Cameras in public areas. 
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• Establish Trespassing Guidelines, and permit CPD to enforce them. 

• Encourage community usage of the Non-emergency Police line. 

• Update signage to reiterate/reinforce which areas are private property for members only. 

• Include police officers in community events. 

• Encouraged the usage of a members only communication system /private app to alert the neighborhood during an incident. 

• Hire off-duty police officers to patrol ($45/hour, with high insurance requirements). 
 
Additional options were discussed, to include: 

• A high frequency/pitched anti-loitering device. 

• The HOA Board may impose fees for violation. 

• Amend HOA policies related to governing and visitor privileges to community property to include potentially fining 
residents. 

• Restricting use of outlets and Wi-Fi for unauthorized users at the clubhouse.  

 

The full minutes of this meeting are included in this report as appendix A.  

 

SECURITY VULNERABILITY STUDY 

 

Under advisement of the CPD, Cheryl Griner (the Community Watch Lead) scheduled a Security Vulnerability Study to be performed 

by the Chesapeake Police Department’s Crime Prevention Specialist. The study highlights major concerns and recommendations 

based on the experience of local law enforcement officers, legal requirements, and municipal and building codes. The study and 

meeting occurred on 15 Mar 2021 at 1:00pm. With Cheryl Griner and Jane McKlveen in attendance.  

The main points within that report are as follows… 

• Community involvement from HOA Board, residents, Neighborhood Watch, Security Committee will be key. 

• A multilayered and long-term approach to the problem should be adopted.  

• Cameras – Do not display signage that indicates that we have cameras when we do not. Do not have dummy cameras. Use 

functional cameras and advertise the fact.  

• Lighting – consider more lighting in common areas.  

• Landscaping – maintain landscaping to ensure sight lines across the property.  

• HOA rules/trespassing – update and publish rules to cover non-criminal but undesirable behaviors and follow through with 

consequences.  

• Communication – improve communication among HOA members to ensure community buy in.  

• Events – increase the number of events so we decrease the opportunities for those wanting to use common areas for 

negative behaviors.  

The above points are an overview only. The full report is included as appendix B of this document.  

CRIME STATISTICS AND REPORTS WITHIN CHESHIRE FOREST 

The question of whether or not we actually have a problem with crime and undesirable behavior in the neighborhood has been 

raised.  The HOA currently does not have an official and coordinated place to collect statistics regarding unwelcome behavior or 

criminal incidents within the neighborhood. Notwithstanding, it has been noted that many residents have attended HOA board 

meetings in the last year to complain about undesirable or criminal behavior happening within the neighborhood. Many people have 

noted incidents on social media. Incidents have ranged from antisocial behavior from minors, to trespass, vandalism and all the way 

up to threats of sexual assault. The HOA board has seen the results of vandalism and the monetary cost to the neighborhood. 
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Anecdotal evidence suggests that many residents do not report incidents to the police or HOA because they think that nothing will 

be done.  

CPD furnished our Neighborhood Watch lead, Cheryl Griner, with the crime statistics they have for our neighborhood for 2019 and 

2020. These reports are included as appendix C of this document.   

The following chart offers some basic insights into the CPD data.  

There was a 32% increase in the total number of recorded CPD incidents in 2020 vice 2019. The biggest difference noted between 

the 2 years is "SA Crime Prevention" in which there was a 627% increase in 2020.  Cheryl Griner reports that “SA Crime Prevention" 

indicates an officer has signed off to do foot or car patrol.  These became frequent after the pandemic shutdown and when people 

started complaining more about the unruly juveniles. There were more calls specifically about disorderly juveniles in 2020 (a 33% 

increase), but 2019 had a few more suspicious activity/persons/vehicles (14 vs. 9 cases).   

 2019 2020 

Total incidents reported 213 282 

SA crime prevention 11 80 

Disorderly juveniles 9 12 

Suspicious activity/persons/vehicles 14 9 

 

Even though some seem to think the problems will lessen when the pandemic is over this committee does not agree.  It should be 

noted that while the 2019 statistics do not specify dates, the 202 statistics show many incidents reported during the school summer 

break. The Crime Prevention officer noted that if people are comfortable here exhibiting unwanted behaviors, then they will feel 

emboldened to stay and continue. This committee concludes that we do have a problem with crime and unwanted behavior.  
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RECOMMENDATIONS 

The following list of recommendations are submitted individually for consideration by the HOA Board. It is the expectation of the 

committee that the recommendations be individually discussed with follow-up or decisions for actions discussed. These 

recommendations were suggested and explored by members of the HOA, and while some residents may disagree with the benefits 

or need for implementation, those present for the Security Committee Meetings shared a desire for implementation of any 

combination of these recommendations to mitigate security risk and improve the environment for the safety and welfare of the 

community. 

 

1.  INCREASE HOA MEMBER ENGAGEMENT IN THE PROBLEM  

The CPD Community Resource Officer, the CPD’s Crime Prevention Specialist, and our own in-house Security Committee 

professionals in law, law enforcement and child psychology all said that community buy-in to the problem is key.  Without the 

support of our neighbors the security issues will not be addressed in any meaningful way.  The saying goes that “it takes a 

village” and this rings true for a neighborhood of people who want to ensure the safety of all members and their property. To 

achieve community buy-in we need to engage and educate our neighbors and encourage them to be part of the solution. The 

make-up of our community has changed even in the last decade. We have a mix of younger families with children and also older 

members who may be ‘empty nesters’. We also have a lot of property owners who rent their houses to others and live and work 

away from our neighborhood. To communicate the problems and solutions to all these categories of HOA members we need 

good communication. This was emphasized over and over by all the professionals we consulted. As a community we need to be 

able to communicate quickly and effectively to all our members in a variety of ways. Our existing methods of communication 

represent a fractured response. Not everyone uses Facebook or Next-door and there is no guarantee that the people that are 

part of those social media groups are actual owners or residents. The following recommendations build on the theme of 

increased communication and community buy-in.  

2.  UPDATE THE HOA WEBSITE AND I.T. INFRASTRUCTURE TO ENABLE SECURE COMMUNICATION    

HOA’s all over the country use industry specific CMS (Content Management Systems) to communicate with the membership and 

provide a way for members to contact the HOA Board and the Property Manager in a way that is simple, quick, and verifiable.  

Our HOA currently uses a static website that is open to the public. It offers no way for the members to log in to a secure site 

that contains content that only HOA members should see and also allows for a record of correspondence. If we use an HOA CMS 

we can not only offer our HOA members a secure website, mobile version and app, but we can set up specific groups to enable 

members to interact with each other (for instance the Neighborhood Watch) and we can set up data collection so that members 

and residents can report any security issues they see. Many times, our neighbors do not report issues, either because they don’t 

know who, how and where to report, or because they think that the HOA Board and their other neighbors don’t really care. If 

the HOA Board provides the framework for the HOA members then this Committee believes that the neighborhood will become 

more connected and better able to address all the other issues. Having a modern and secure CMS is an integral part of the 

multi-layered security approach we recommend.  

Our last Cheshire Forest management company used NabrNetwork as their preferred CMS. Our new management company 

does not use this kind of technology. By choosing and using our own CMS we can ensure continuity of communication and 

services for our community no matter what changes to management companies occur in the future. Appendix D details 

benefits, features and costs of the two most popular and supported CMS platforms – NabrNetwork and TownSq. We would ask 

that the board first votes on the principal of implementing an HOA CMS and then votes separately to approve specific contracts. 
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Key features would be… 

• Community Feed – This is the first page all users see when logging in, information shared is dependent on user permission 
levels set. 

• News and Events – this is where residents will see news for the community, similar to a Facebook feed. It’s a great place to 
pin important messages like community updates & emergencies or a reminder that an event is coming soon. 

• Requests – a great way for the homeowner to privately communicate with the board/management team, submit work 
orders or simply ask a question. 

• Calendars – multiple calendars can be configured for specific amenities to show which amenities are available on a given 

date – allows for in app booking and payments. Private calendars for groups.  

• Messages – a great way for the board/management team to privately communicate with the homeowners. This section can 
be used to reshape the language and paradigm of violations today. 

• Forum – this is the public section where owners can engage with each other.  

• Polls – polls are a great way to get feedback from the membership on upcoming projects or changes within the community. 

• Groups – this is where you can assign vendors, committees, maintenance, landscapers, homeowners, and management 
permissions. 

• Assignments – this is your running task list of all activities to be completed within a given period of time, it’s a great way to 
communicate with the manger about the day-to-day tasks to be completed now and in the future. 

• Documents – create open or locked folders in this section to share with users based on permissions set. 

• Website – external facing website.  

• App - for smartphones with configurable notification settings.  

• Provide real-time updates to homeowners. 

• Submit and manage architecture requests. 

• Send targeted communications to board members and committees. 

• Share association documents such as bylaws and governing docs. 

• Organize, track and assign administrative requests to board and committee members. 

• Online payment options along with real time account statements. 

 

It should be noted that our current website has sensitive information in plain text available to anyone on the internet. This 

includes financial statements and HOA Board meeting minutes and even the Wi-Fi password at the clubhouse. Our current 

website also needs constant updates to ensure the limited security it has. A professional HOA CMS would cost more than the 

approximately $30 per month we need to spend on our current static site, but the additional (approx.) $50 per month (around 

$1.50 per household per year) would give us advantages that far outweigh any monetary concerns.  

In addition, the router at the clubhouse needs to be replaced and securely configured to ensure that the internet connection is 

not available to anyone in close proximity.  

 

3.  INCREASE SCOPE / BUDGET OF NEIGHBORHOO D WATCH 

Some initiatives may require additional effort, manpower, or funds to coordinate and execute. If tasks are believed to be related 
to community security, and the board is unable to carry the burden of an initiative, the Neighborhood Watch Committee may be 
an appropriate avenue for managing funds or completing a specific tasking. The neighborhood Watch has an established list of 
block captains, many of whom have requested to be more involved and willing to undertake tasks relating to security. Cheryl 
Griner has offered to help shoulder the burden of any additional security duties and this security committee and the 
neighborhood watch have volunteers ready to help with implementation.  
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4.  INSTALL SECURITY CAMERAS IN THE COMMON AREAS AROUND THE CLUBHOUSE   

Security cameras at the clubhouse were recommended by the local CPD Resource Officer, the CPD Crime Prevention Unit as well 

as the vast majority of the Security Committee including HOA members who are police officers, child psychologists, lawyers and 

parents of teens. Cameras were one of the primary options driving the Security Committee’s formation. Many HOA members 

have attended HOA Board meetings to request that cameras be installed.  

All stake holders spoken to in the process of developing a security committee and writing these recommendations agreed that 

security cameras will be a key element of improving security in the common areas around the clubhouse.  It has also been 

mentioned by several people that the current ‘dummy’ cameras and signage on the tennis court entrance is misleading to 

residents. The continued use of the signage and dummy cameras opens the HOA to legal and financial liabilities should anyone 

rely on the assurances/indications that we do have cameras. 

There is now also a danger of legal and financial liability because so many HOA members have asked for security cameras to 

address the security concerns. If the HOA do not install cameras after so many have requested them, we potentially could be 

held liable if a crime does occur after the HOA has been alerted to the fact that they are needed.  

In the course of this committees work we obtained several quotes form local security camera companies. We would ask that the 

board first votes on the principal of installing security cameras and then votes separately to approve a specific contract. The 

quotes have been included for informational purposes only. The Security Committee recommends that the HOA’s Property 

Manager become involved in obtaining any additional quotes and checking the specifics of existing quotes should the HOA 

Board vote to install the cameras. Quotes from ADT and Cox are included in this report in appendix E. Verizon and ADT do not 

install cameras and a local security company - VSC Fire & Security, Inc – have yet to provide a quote.  

5.  UPDATE SIGNANGE ON CHESHIRE FOREST PROPERTY   

As noted by the CPD Crime Prevention Specialist, the existing signage on the tennis court gate, and the dummy cameras we 

have at the back of the clubhouse indicates that we have working cameras when we do not. This opens the HOA up to financial 

and legal liability if a crime happens and there is no actual footage.  

        

If the HOA board does install security cameras then signage should be updated to indicate that video surveillance is under way 

in the common areas.  

This committee has found that people coming into the neighborhood sometimes are surprised to find that our common areas 

are private property. Although we have existing signage that specifies rules for the common areas, they are seldom enforced. 

Again – we need to increase communication with the HOA members and residents to ensure that everyone knows what the 

rules are and who to report to.  
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The existing signage is placed at the back of the parking lot, directly in front of the playground. Additional signage could be 

added at the entrances to the parking lot. It was also suggested by the Crime Prevention Specialist that handouts be available to 

be given to trespassers – perhaps to be distributed via the neighborhood watch – that indicate where the private property is. 

(Appendix F) 

6.  AMMEND HOA POLICIES AND PROCEDURES  

 

The Policies and Procedures of the HOA can be amended without resident voting, as was done when new policies and 
procedures were implemented for the pool last season.  Similarly, the HOA Board can establish: 

• A maximum number of guests permitted on community property.  

• Establish limits on the number of guests a minor resident can bring to the common areas. 

• Establish age requirements for unsupervised children in common spaces. 

• Require resident cards as proof of ownership / permitted property usage (as for the pool) 

• Establish a trespassing violation list and keep it updated with CPD for frequent / serious offenders. 

• Establish policies requiring a ban on usage of the common areas for residents and their guests that break the rules (as for 
the pool) 

 
Policies regarding security camera footage requires special attention. Access to footage should be limited to three people. This 
committee proposes the three should be Cheryl Griner (neighborhood watch lead) Aaron Pomeranz (HOA member, ex Norfolk 
Police Officer and now Attorney at Law) and one member of the HOA Board, initially this Security Committee Chair, Jane 
McKlveen. Footage would only be accessed jointly by a minimum of two of the three appointed, and only when required to do 
so by law enforcement or when footage is subpoenaed or when the majority of the HOA board requests footage in response to 
an act of vandalism, property damage, litigation evidence, criminal activity, insurance investigation and/or suspicious activity 
and when HOA rules have been broken by a resident. A full surveillance camera acceptable use policy is suggested in appendix 
G. This committee suggests that the HOA legal counsel approve any acceptable use policy before being adopted by the HOA 
board. Once adopted the policy should be widely distributed and promoted within the community.  
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7.  HOA FINES AND PROCEDURES   

As stated previously - The Bylaws state that the Board of Directors shall have power to: “(a) adopt and publish rules and 
regulations governing the use of the Common Area and facilities, and the personal conduct of the Members and their 
guests thereon, and to establish penalties for the infraction thereof” (Bylaws, ARTICLE XII, Section 1. Powers and duties of the 
Board of Directors). 

This committee recommends that the HOA board adopt and widely publish policies regarding consequences for breaking 

established rules governing the use of the common areas.  

The current signage at the playground states “Park and common areas are for Cheshire Forest residents and guests only. Hours 

of operation – sunrise to sunset. Play at your own risk. An adult must supervise children under 8. Pets must be on a leash. Pet 

owners are responsible for control of pet and for pick up and disposal of pet droppings. The following are prohibited: Fighting, 

profanity, alcoholic beverages, throwing sand, rocks, dirt etc. No loitering. Report any violation of these rules to the Chesapeake 

Police department at 757.382.6161 report emergencies to 911”  

These posted rules seem to this committee to be long established rules. We recommend that these rules be adopted into 

published policies and widely distributed and promoted within the community. We also recommend that fines and loss of 

access to common areas be imposed on those that break the rules. A sample policy is included in this report in appendix H.   

This committee suggests that the HOA legal counsel review and approve any policy before being adopted by the HOA board. 
Once adopted the policy should be widely distributed and promoted within the community.  
 

 

8.  ADVISE THE COMMUNITY ON HOW AN D WHEN TO REPORT PROBLEMS 

The CPD representatives all agreed that it is important to convey to the membership that if a crime has been committed then 

the police should be called. It has been noted by members of this committee that law enforcement cannot prosecute a crime 

that did not happen in their presence, but an individual can bring a prosecution if they have video evidence to bring to a 

magistrate to provide proof. 

This committee discussed whether threatening language or bad language could potentially be reason for prosecution. It was 
confirmed that an individual can prosecute for threatening language if they wished. The individual (the prosecutor) would need 
video evidence to prove the individual was there when the incident happened. An individual can go to a criminal court and 
(without a lawyer) prosecute a person.  
This committee also discussed the fact that for some lesser incidents, the aggrieved party could ask the HOA Board to request 
video footage and that if HOA rules were broken then the HOA could impose fines or issue a warning to the HOA member 
responsible party.  
 
This committee recommends that the following three measures be publicized and distributed to the HOA membership, so they 
know what recourse they have in any given situation.   
 

1. If a crime is being committed call 911 and wait until the officer arrives so details can be given. If appropriate 
and necessary, video footage can be requested via the property manager, HOA board or neighborhood watch 
lead.  

2. After talking to police, the individual can request video footage via the Property manager, HOA Board or 
neighborhood watch lead, then take the video evidence to the magistrate as proof of the crime.  

3. For more minor infractions or breaking of HOA rules while on common areas, the individual can request that 
the HOA board request video footage of the infraction and impose a fine on the perpetrator.  
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9.  POLICE COMMUNITY INVOLVEMENT   

The CPD officers this committee spoke to all recommended that the local police department be invited to attend HOA events 

when possible. Officer Saburn stated they are willing to attend as part of community outreach but noted that the city has 

implemented policies limiting the amount of time officers have for such activities. It was also noted that the more often the 

neighborhood uses the common areas the less likely it would be for people to use the areas for as a gathering place where 

undesirable behaviors can occur.  

This committee recommends that the HOA continues to facilitate and arrange neighborhood activities that use the common 

areas for the purposes they were intended for.  

 

10.  HIRE A CPD OFFICER FOR PEAK PROBLEM TIMES 

This committee noted that certain seasons and days of the week have become peak times for safety and security issues (i.e. 

warm days between 3pm-7pm is prime time for loitering around the clubhouse, warm summer nights for car break ins, etc.  

The CPD allows businesses and organizations to hire off-duty police officers for $45 / hour. The organization must meet specific 

insurance requirements established by the city – specifically that employment insurance and liability insurance be provided and 

be equal to or greater than that provided by the city. If an event requires the police officer to perform a normal working 

function (i.e. arrest an individual), the police officer comes off of the HOA’s time clock and is then billing their time to the city.  

This committee requests that the HOA Board consider hiring an officer for peak problem times.  

 

11.  PRIVATE SECURITY INITIATIVES   

This committee contacted a private security firm - Silbar Security https://silbarsecurity.com/ 757.663.6400.  
 
They offer an armed security guard for $30 per hour or unarmed for $25 per hour at a minimum of 5 hours a day. Alternatively 
roving security can be hired for less but less, but they are less present.  

This security committee recommends that the HOA board hire a private security firm to assist with security issues in the 

neighborhood until such time as matters resolve.  

 

12.  SOUND DETERRENT   

Known as an Anti-Loitering device, a small speaker emitting frequencies that discourage minors from loitering could be installed 

near the clubhouse, keeping teens off the steps / sidewalk which has become their regular meeting location. 

Appendix I includes a parts/price list for the device from an online vendor. More information is available at 

https://www.movingsoundtech.com/store. 

 

 

 

  

https://silbarsecurity.com/
https://www.movingsoundtech.com/store
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APPENDIX A –  MINUTES OF MEETING WITH OFFICER SANBORN  
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APPENDIX B –  CPD CRIME PREVENTION REPORT  
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APPENDIX C –  CPD CRIME STATISTICS 2019 AND 2020  
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APPENDIX D –  HOA CMS INFORMATIONS AND QUOTES –  TOWNSQ AND NABRNETWORK 

 

TOWNSQ 

 The TownSq solution costs $80 per month with a 20% discount if paid yearly. This represents an approximate $50 per 

month increase on what we need to pay now to maintain our current static website with a minimum level of security and 

functionality. For around $1.50 per year per household we could have all of the features that TownSq offers and it would be 

professionally managed and secured.  

• Community Feed – This is the first page all users see when logging in, information shared is dependent on user 
permission levels set. 

• News and Events – this is where residents will see news for the community, similar to a Facebook feed. It’s a 
great place to pin important messages like community updates & emergencies or a reminder that an event is 
coming soon. 

• Requests – a great way for the homeowner to privately communicate with the board/management team, 
submit work orders or simply ask a question. 

• Messages – a great way for the board/management team to privately communicate with the homeowners. This 
section can be used to reshape the language and paradigm of violations today. 

• Forum – this is the public section where owners can engage with each other – (can be turned off if needed) 
• Polls – polls are a great way to get feedback from the membership on upcoming projects or changes within the 

community. 
• Groups – this is where you can assign vendors, committees, maintenance, landscapers, homeowners and 

management permissions. 
• Calendars – multiple calendars can be configured for specific amenities to show which amenities are available 

on a given date – allows for in app booking and payments. Private calendars for groups.  
• Assignments – this is your running task list of all activities to be completed within a given period of time, it’s a 

great way to communicate with the manger about the day to day tasks to be completed now and in the future. 
• Documents – create open or locked folders in this section to share with users based on permissions set. 
• Website – external facing website.  
• App - for smartphones with configurable notification settings.  

 
  

Privacy / Security :  http://privacy.townsq.io/ 
  

• Who can access it? How are authorized users and confidential data managed? Data privacy and security? 
Private user data is encrypted and not visible to admins, and PII is scrubbed from debug logs. Only select 

TownSq admins have access to our data stores for maintenance and deployment updates. 
All TownSq data is encrypted in transit and all calls to web services are secured. The web app and all public APIs 
use SSL, and calls will be rejected if they are attempted without the protocol. The only exception are the 
community public websites—these are simply static HTML/CSS pages where no data is ever exchanged and 
therefore are available on HTTP. Additionally, all data is encrypted at rest, including both live operational data 
and backups/snapshots taken of the databases. 
  

• How are your staff trained on Phishing and other attacks?  
Regularly scheduled training courses and examinations to train staff in identifying various IT vulnerabilities. 

  
• MFA for accessing our data?  

The development team uses MFA for accessing our AWS environments.  
  

https://sonicwall.url-protection.com/v1/url?o=http%3A//privacy.townsq.io/&g=NTg3YjZkNmIyZWNjZmI4Mw==&h=ZjI4YmU2ZmIyNTJhMzU0YTg3M2VmZDQ2NWEzZjczYjQ5ZDJiYjRiNGVhNGFhMDFhZjcyMGFkYjQ4YzY1ODJmYQ==&p=c3A1Om1ja2x2ZWVuOnNvbmljd2FsbDpvZmZpY2UzNjVfZW1haWxzX2VtYWlsOjhiNmU2Njk1NmZkNDY0NDYxMWIyZTA2OGJiOTc4NWYxOnYx
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• Where will our data be stored? How is it encrypted/hashed?   
TownSq uses Amazon Web Services as our cloud data storage provider. AWS is compliant with numerous 
international and national compliance programs which can be found 
here  https://aws.amazon.com/compliance/programs 
  

• Compliance (AICPA SOC2, ISO)   
https://aws.amazon.com/compliance/programs 
  

• PCI-DSS Compliant? in Software but also processes?  
Yes 
  

• There is a common saying that a cyber-attack ((Phishing, SQL Injection (SQLi), Ransomware, Man-in-the-middle, 
Denial-of-service (DoS), Malicious attacks (Zero Day Attacks)) is not a matter of if, but when. When something 
inevitably happens do you have a plan in place?  
Yes, the TownSq team has several processes to identify and resolve attacks including the use of several IT 
security tools to identify vulnerabilities. Training and seminars help ensure new IT security developments are 
introduced to past and new development projects.   

  
• Have you ever been breached in the past? How do you inform us when you are? 

No, the customer success team will reach out directly by phone or email to the designated point-of-contact. 
  

• Do you have Cyber Insurance?  
Yes 

  
Financial software integrations; 
  
TownSq is currently integrated with Caliber, CINC, C3, Jenark, VMS, and Yardi. This integration provides the 
ability to auto pull / update homeowner data and provides payment options along with real time account 
statements. Additional with C3 and VMS software managers can automatically send violation and delinquency 
letters, reconciled financial reports are reflected within the reporting feature and work order notes from the 
financial software are shared within TSQ.  
  
Advantages of TownSq – based on reducing administrative costs and increasing efficiency  

• Provide real-time updates to homeowners 
• Submit and manage architecture requests 
• Send targeted communications to board members and committees 
• Share association documents such as bylaws and governing docs 
• Organize, track and assign administrative requests to board and committee members 

https://sonicwall.url-protection.com/v1/url?o=https%3A//aws.amazon.com/compliance/programs&g=NThkZGI2ZmE4ZjIxNjNhYw==&h=NzVjOWYzOTc1NDBlNjVjYTQyN2JlNjE2ZjU5ODM1YWVmZDk2YmUzMDdmMDBhZWE3N2E0ZGY0ODkwYWRjM2UwNw==&p=c3A1Om1ja2x2ZWVuOnNvbmljd2FsbDpvZmZpY2UzNjVfZW1haWxzX2VtYWlsOjhiNmU2Njk1NmZkNDY0NDYxMWIyZTA2OGJiOTc4NWYxOnYx
https://sonicwall.url-protection.com/v1/url?o=https%3A//aws.amazon.com/compliance/programs&g=ZDJjMzZlYzE3YzE5ODQ5ZQ==&h=YWI0MjZmZmMzNDViMGJjZjE3NTdlOTQ4YjZjN2JmNWRmOTNhMDI3M2FlM2U4OTFkYjg4ODgzZDBkNWQ5MWQ5YQ==&p=c3A1Om1ja2x2ZWVuOnNvbmljd2FsbDpvZmZpY2UzNjVfZW1haWxzX2VtYWlsOjhiNmU2Njk1NmZkNDY0NDYxMWIyZTA2OGJiOTc4NWYxOnYx
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NABRNETWORK 

NabrNetwork was used by our old management company. It has the advantage of being familiar to our residents, but other 

than that it has little to recommend it over TownSq. The features offered are nearly identical. A full feature list can be found 

at https://nabrnetwork.net/hoa-software-management-features/  

The cost of NabrNetwork is $1500 per year.  

WI-FI SECURITY AT THE CLUBHOUSE  

Our current ISP is Verizon. Our router is approximately a decade old and out of date. A new router can be purchased from 

Verizon for $299.99. This security committee recommends the internet connection be properly secured and a separate 

guest network offered for clubhouse rental guests.  

  

https://nabrnetwork.net/hoa-software-management-features/
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APPENDIX E –  SECURITY CAMERA QUOTES  

ADT COMMERCIAL 

It should be noted that the ADT proposal uses the existing internet connection at the clubhouse. This committee recommends that 

the router upgrade be purchased and configured before implementing this solution and that the Verizon bandwidth be increased 

from our current 75/75Mbps to 100/100 Mbps. No static IP address is required for this option.  
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COX 

It should be noted that the Cox proposal uses a new and separate internet connection at the clubhouse which is included in 

this quote.  
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APPENDIX F –  HANDOUT SHOWING PRIVATE PROPERTY  
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APPENDIX G –  SURVEILLANCE CAMERA ACCEPTABLE USE POLICY  

 
Cheshire Forest Homeowners Association (the Association) has installed security cameras in the Cheshire 
Forest clubhouse, pool area and adjacent playground for the protection of Association assets and for the 
security of residents and their guests.  
In order to ensure that video surveillance is not abused or misused, the Board of Directors agreed that a 
security policy should be enacted to govern the use and access to such video surveillance.  
Underlying Principals  
The safety of the community and community property are important aspects of the Cheshire Forest 
Homeowners Association. The Association installed video surveillance to help keep property and residents 
safe. The Association hopes that the video surveillance will provide not only a deterrent to inappropriate 
behavior but can be used as a means of identification in the event of damage or criminal activity.  
Policy Statement  
The Association recognizes the need to balance individual’s right to privacy and the need to ensure the 
safety and security of the neighborhood and its residents. The Association therefore has adopted a policy 
which upholds these rights but provides the necessary mechanisms for protecting the community. The 
Association does not warrant that the equipment will always be functioning and recording. There will be 
times when the cameras or system are down for maintenance, service or repair. The Association reserves 
the right to discontinue video recording at any time.  
Scope  
This policy applies to all video surveillance systems installed within Cheshire Forest by the Association 
which are permanently installed and whose presence is detailed on posted signage and is exclusive of 
personal surveillance equipment installed by residents.  
Installation, Placement and Maintenance of Video Surveillance Equipment  
Video Equipment / Records  
1. Type of Equipment  
The Association will use Digital Video Recorders to collect and retain real-time video for a minimum of 7 
days or longer depending on the equipment and the capacity of internal storage devices.  
2. Placement  
Video recording equipment has been placed in visible locations at the clubhouse/pool area/playground 
which present the best surveillance options with respect to desired coverage, specific surveillance targets 
and lighting conditions. Cameras are positioned so as not to willfully intrude on a homeowner’s property or 
privacy.  
3. Signage  
Signage posted in conspicuous location(s) notifying all parties that the area is under video surveillance.  
Access to Video Records  
1. Access: Association  
Access to video surveillance and surveillance records shall be secured and restricted to three individuals 
appointed by the Board of Directors, only one of which can be an HOA Board member.  Requests for video 
surveillance footage shall be directed to the Neighborhood Watch Chair (or management company). 
Release of pertinent footage to homeowners shall only be allowed when required to do so by law enforcement or 
when footage is subpoenaed or when the majority of the HOA board requests footage in response to an act of vandalism, 
property damage, litigation evidence, criminal activity, insurance investigation and/or suspicious activity 
Footage would only be accessed jointly by a minimum of two of the three appointed video footage appointees.  
2. Access: Law Enforcement  
If access to video surveillance is requested for the purpose of law enforcement investigation due to 
criminal activity or potential criminal activity, pertinent footage related to the investigation shall be 
provided to the law enforcement officials.  
3. Security / Storage  
Active video records shall be stored on a secured electronic device / cloud server, in accordance with 
industry best-practices and in agreement with contracted service requirements. Archived video records 



54 
 

shall be stored only for investigative or legal purposes and shall be stored with the Association’s Property 
Management Company or HOA lawyers depending on the reason for archiving.  
4. Fees  
Fees to cover the cost of providing video records shall be charged to the homeowner who has requested 
such records. The fee for each event will be $25.00  
5. Timely requests for data  
The duration of historical data available is limited to the specific device/cloud drive capacity. Requests for 
data must be made within 7 days of a specific event and should be limited to a specific date range and time.  
Custody, Control, Retention and Disposal of Video Records  
The Association has no desire or intention to retain video recordings except as required for investigations 
or evidence. In normal operating conditions, video surveillance footage will automatically be erased or 
overwritten by the recording device when capacity of the device has been exhausted.  
Specific records relating to evidence or investigations which need to be retained, may be copied onto 
portable media and stored for as long as required based on the investigation type. Records requiring long-
term retention may be turned over to the Association’s Property Management Company for storage and 
security.  
ACCOUNTABILITY  
1. The Cheshire Forest Homeowners Association’s Board of Directors is responsible and accountable for 
implementing, enforcing and monitoring the deployment, use and viewing of all video surveillance.  
2. The President of the Board is responsible for conveying the policies and procedures to all members of 
the board and ensuring compliance with those policies.  
3. The Boards three appointees are solely responsible for deciding when surveillance footage needs to be 
viewed.  
4. Footage may not be viewed by single persons, any footage in question must be reviewed by a minimum 
of two of the boards’ appointees simultaneously.  
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APPENDIX H –  SAMPLE FINE AND VIOLATION POLIC Y 
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APPENDIX I  –  SOUND DETERRENT 

 


